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As a proactive defense technology, the intrusion detection covers the deficiency 
of traditional security technologies, but there still exist disadvantages including high 
false rate, high missing rate and poor quality of real time reaction. 
The characteristics of abstract generalization, learning and self-adaptive 
capability of neural network, as well as its inherent features of parallel computation 
provide it with unique advantages when applied to intrusion detection. However, there 
also exist problems in this method which needs to be improved. This dissertation aims 
at making full use of neural network in intrusion detection technology and then 
improving it. 
Selective neural network ensemble algorithm retains advantages of neural 
network when applied to intrusion detection. It also helps solve problems in false rate, 
missing rate and poor usability. Besides, neural network ensemble algorithm has a 
strong ability of generalization without strict requirements for individual neural 
network, and it also has high prediction accuracy rate and relatively easy-to-use 
features; on the other hand, selective optimizations of the ensemble is helpful to 
improve the system performance and reduce response time. Based on above reasons, 
the selective neural network ensemble algorithm is applied to intrusion detection. 
In the dissertation, an individual candidate network generation algorithm based 
on mutual information is put forward. This method groups the attributes according to 
differences of mutual information, then the sample subsets corresponding to each 
attributes group is sampled using Bagging algorithm. Furthermore, relative design for 
individual network is analyzed, and the experiment shows that this algorithm 
increases the differences between individual networks and reduces the variance. It is 
proved that the ability of generation of the algorithm is promoted compared to 
classical Bagging algorithm when applied to classification problems. 
The dissertation appropriately improves the process of selecting individual 
networks to construct the ensemble using GASEN, and the experimental results 
represent that the accuracy rate of classification is higher than using GASEN, the 
missing rate is lower as well as the wrong rate. 














detection system based on selective neural network ensemble，and realizes an 
experimental model. The results indicate that the model works well and gets a high 
detecting performance.  
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2008 年，一个全球性的黑客组织，在一夜之间利用 ATM 欺诈程序从全世界
49 个城市的银行中盗走了将近 900 万美元。臭名昭著的灰鸽子、疯狂肆虐的“熊
猫烧香”，再到“毒”王“机器狗”，累计造成了至少 80 亿元人民币的经济损失。据
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